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Abstract Cloud computing has emerged as one of the most
highly discussed topics both in the academic community
and in the computing industry. While most of the work that
has been conducted to explore this field focuses either on
establishing the basis for cloud computing or almost exclu-
sively on the issues surrounding security and data privacy,
this paper takes the first exploratory step into exploring the
actual internal working of cloud computing and demon-
strates its viability for organizations, more specifically edu-
cational establishments . The paper starts by introducing the
most important key clouds computing concepts, including
virtualization technologies, Web services and Service Ori-
ented Architectures (SOA), and distributed computing.
Light will be then shed on the impact and potential benefits
of cloud computing on teaching and learning in educational
institutions. The paper closes by describing building a pri-
vate cloud inside educational institution and highlights its
offerings for students, staff and lecturers.
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1 Introduction

With the significant advances in Information and Communi-
cations Technology over the last half century, cloud computing
is rapidly emerging as the new information technology plat-
form. Cloud computing is a model for enabling ubiquitous,

convenient, on-demand network access to a shared pool of
configurable computing resources (e.g., networks, servers,
storage, applications, and services) that can be rapidly provi-
sioned and released with minimal management effort or ser-
vice provider interaction (Mell and Grance 2011) . The major
idea behind cloud computing is to deliver Infrastructure, Plat-
form and Software as services in a “pay-as-you-go” model,
hence rendering the Internet a large repository where resources
are available to everyone as services. With such paradigm,
users can access services based on their requirements regard-
less of where the services are hosted or how they are delivered.
Moreover, clients only pay for the quantity of the rented
resources (data storage, computation, etc.) they consume.

Three service models are currently being differentiated:
1°) Software-as-a-Service (SaaS), i.e., online applications,
such as web-based email. GoogleApps and Salesforce.com
are examples of this model, 2°) Platform-as-a-Service
(PaaS): The Google App Engine, the Microsoft Windows
Azure and Amazon Web Services are PaaS examples which
allow customers to deploy their own applications, and 3°)
Infrastructure-as-a-Service (IaaS), which provides process-
ing power or storage. Amazon Elastic Compute Cloud
(EC2), Rackspace, Nimbus, and Eucalyptus (Nurmi et al
2009) are examples of this model. A well-detailed cloud
computing services taxonomy can be found in (Höfer and
Karagiannis 2011).

Most of the work that has been conducted to explore this
field focuses either on establishing the basis for cloud com-
puting (Zhang et al. 2010; Yoo 2011; Marston et al. 2010;
Kossmann and Kraska 2010; Wang et al. 2010; Weinhardt et
al. 2009) or almost exclusively on the issues surrounding
security and data privacy (Zissis and Lekkas 2012; Paquette
et al. 2010; Subashini and Kavitha 2011; Oh et al. 2010;
Kaur and Kaushal 2011), with very few final answers avail-
able. In this paper, we attempt to demystify the current
trends in the space of cloud computing by providing an
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overview of its core aspects and assessing some current
cloud architectures implementations.

As cloud computing is becoming more and more an
adoptable technology for many organizations, we demon-
strate its viability for educational institutions in particular
and highlight the potential benefits it provides in the educa-
tional arena. We also introduce building a private cloud
inside educational institutions. More specifically, we show
how this cloud is built and highlight its offerings for stu-
dents, staff and lecturers.

The remainder of this paper is organized as follows.
Section 2 provides an overview of the fundamental building
blocks of cloud computing such as virtualization, service-
oriented architectures and distributed computing. Section 3
overviews and assesses several existing cloud architectures.
In section 4, we harness the potentials of cloud computing in
the educational sector. In section 5, we introduce the private
cloud philosophy. Section 6 presents an effort in building a
private cloud inside educational institutions and highlight its
offerings.

2 Cloud computing building blocks

Projecting as an evolutionary step, following the transition
from mainframe computers to client/server deployment
models, much of the basis for Cloud Computing is empow-
ered by an overhyped repackaging of already existing tech-
nologies and few new concepts in several research fields
like virtualization, Service-Oriented Architectures (SOA),
and distributed and grid computing.

Virtualization (Barham et al. 2003) is the technology that
hides the physical characteristics of a computing platform
from the users, instead presenting an abstract, emulated
computing platform. Virtualization renders a single physical
machine able to function as a set of multiple logical Virtual
Machines (VMs); it actually allows hosting and running
multiple operating system environments, totally isolated
from one another (Smith and Nair 2005), hence providing
maximum flexibility to configure various partitions of
resources on the same piece of hardware to different specific
requirements of service requests. With respect to this, a cloud
can be seen as a pool of virtualized resources across the
Internet that follows a pay-per-use model and that can be
dynamically reconfigured to satisfy user requests via on-the-
fly provisioning/deprovisioning of virtual machines (Vaquero
et al. 2009). Since the cloud provider can dynamically offer
different hardware and software configurations to the cloud
user, the user can select a machine configuration and manage
this machine with full privileges without interfering in cloud
machines available to the others. Quality of virtualization
determines the robustness of a cloud infrastructure. Good
virtualization can effectively assist sharing of cloud facilities,

managing of complex systems, and isolation of data/applica-
tion (Xu 2012). Some market-leading virtualization technolo-
gies are VMware, which we will be discussing in more details
in section 5 and 6, and Xen (Abels et al. 2005).

In addition to virtualization, cloud computing platforms
possess characteristics of both clusters and grids. Cloud
computing and grid computing differ, however, in target,
in focus, and in the implementation technologies (Foster et
al. 2008). On the one hand, with respect to a grid or cluster,
a cloud strongly supports failover and content replication
since VMs can be easily migrated from one node to another.
The distributed nature of clouds gives, however, the cloud
user less control over the location of data and computation.
On the other hand, cluster and grid computing were initially
designed and developed for facilitating High Performance
Computing (HPC) applications, such as simulations,
while cloud computing aims also at supporting highly
collaborative applications across organizations and users
of different expertise and varying levels of authorization,
hence making management costs much lower than those
of clusters and grids and management less cumbersome.
More comparisons highlighting strengths and weaknesses
of the three above-mentioned major computing paradigms
are available in (Mateescua et al. 2011).

Given the current trend of increasing complexity of col-
laboration among users and systems and the automation of
business processes using IT services, other building blocks
of cloud computing include Service-Oriented Architectures
(SOA) and Web Services. In systems following the SOA
approach, functionalities are delivered and consumed as
services. The SOA facilitates interoperable services between
distributed systems to communicate and exchange data with
one another, thus providing a uniform means for service
users and providers to discover and offer services respec-
tively. The interfaces cloud infrastructures provide to the
users are either command-line or in the form of Web service,
using standards such as Simple Object Access Protocol
(SOAP), REpresentational State Transfer (REST) and Web
Services Description Language (WSDL) (Muehlen et al.
2005). Web services and SOA are important to manage
cloud services mainly because they enable service reusabil-
ity and interoperability and reduce development and main-
tenance costs (Radhakrishnan and Sriraman 2007).

3 Cloud architectures overview

Several cloud platforms have been investigated and developed.
They basically fall into two major categories: Industrial and
academic. Industrial cloud platforms include Amazon Elastic
Compute Cloud (EC2), Google App Engine, Microsoft Azure,
Sun network.com (Sun Grid) and Aneka among many others.
These cloud platforms have been heavily introduced in the
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literature. Readers can refer to (Rimal et al. 2009) for more
details about these cloud systems, as well as their strengths,
weaknesses, and challenges. Academic efforts include the
RESERVOIR project (Rochwerger et al. 2009), Virtual Work-
spaces (Keahey et al. 2005), and OpenNebula (OpenNebula
2011).

Most cloud computing architectures are structured in a
modular fashion in a sense that on the highest level of their
abstraction, the main roles and the corresponding architec-
tural elements are defined allowing drilling down for each of
these elements as needed. Most cloud computing architec-
tures define three fundamental roles: cloud service consum-
er, cloud service provider, and cloud service creator. Each
role can be fulfilled by a single person, a group of people, an
organization or an IT system.

People or IT systems acting in the role of Cloud Service
Consumers browse the service offering catalog delivered by
a particular cloud service, consume the offered service
instances, and get billed for all or part of them.

A Cloud Service Provider is in charge of providing cloud
services to Cloud Service Consumers. Several cloud com-
puting providers make use of open-source software and
platforms. Amazon uses the open-source Xen technologies
and Google’s PaaS offering is built around the open-source
Python programming language, but their core cloud com-
puting service and additional services are kept closed-
source.

A Cloud Service Creator is responsible for creating a
cloud service: Infrastructure, Platform, Software or Business
Process Services, which can be run by a Cloud Service
Provider and by that exposed to Cloud Service Consumers.

The IBM Cloud Computing Reference Architecture
(CCRA) (Behrendt et al. 2011), as an example, defines with
respect to the three high level roles identified above some
other functional cross cutting layers such as integration and
governance. The integration functionality is specifically rel-
evant in the context of hybrid clouds, where seamless inte-
grated management, usage and interoperability of cloud
services in integration with on-premise IT is critical. Gov-
ernance in a cloud (Wohl 2006) consists in exercising con-
trol over services, imposing policies and monitoring
services in order to deliver value to the business. It is widely
argued that governance can effectively manage increasing
risk and multiple regulations, and ensure continuity of crit-
ical business processes in the cloud.

From an infrastructural point of view, a cloud can be seen
as a distributed system that consists of many servers, storage
devices, and networking devices. Its simplest form is a 3-tier
client-server architecture that consists of three main layers:
1°) the physical hardware at the bottom, 2°) a virtualization
environment at the next higher layer, and 3°) the software
for supporting the PaaS or the SaaS at the top. It is important
to note that the physical existence of a virtualized

infrastructure on the cloud service provider side is not
mandatory, since it is possible for a cloud service provider
to consume infrastructure as a service from a different cloud
service provider and put higher value cloud services on top.

4 Cloud computing and education

In this section we will be discussing the benefits of cloud
computing to higher education institutions and different
educational uses.

Any educational institution should be able to (Sultan
2010):

& provide students and staff with software (e.g., email
accounts, operating systems, etc.) and hardware (e.g.,
PCs, Servers, etc.);

& provide researchers and postgraduate students with the
required special software and hardware to run experi-
ments that are likely to involve a great deal of processing
and computation;

& provide Web developers with the development tools
needed to write and host Web applications.

With educational institutions being more and more under
budget shortage and wanting to better reallocate their limit-
ed internal resources to better support their corporate prior-
ities, many schools and universities have already started
taking advantage of available cloud-based applications of-
fered by service providers. Students, administrative staff and
lecturers can be made to use the services of providers of
SaaS and IaaS clouds, developers can use all the software
they need for their development online and all the hardware
for hosting their applications through a PaaS cloud provider,
while researchers whose projects require a great deal of
processing power and/or additional server capacity can do
so in minutes and at the click of a button through an IaaS
cloud provider. Amazon’s Elastic Compute Cloud (EC2), as
an example, provides a computing environment that allows
users to rent virtual computers on which they run their own
computer applications and use Web service interfaces in
order to manage (create, launch, stop .etc.) server instances.
EC2 relies on Amazon Machine Images (AMIs) which
contain a variety of operating systems, applications, librar-
ies, data and associated configuration settings. Amazon EC2
charges the user for the use of the instances.

Many other cloud providers are offering a whole set of
free services to staff and students at educational institutions
which include email, contact lists, calendars, document stor-
age/creation/sharing, and the ability to create websites.
(Google Apps for Education 2011) is one of them and is
already being used in 61 of the Top 100 schools according to
(US News & World Report 2011). It is a collection of Web-
based messaging (e.g., Gmail, Google Talk, and Google
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Calendar) and productivity and collaboration tools (Google
Docs: text files, spreadsheets, and presentations).

Cloud computing offers the educational sector a way to
increase IT capacity and add on the fly capabilities without
investing in new infrastructure, new training, or licensing
new software. Many educational establishments across the
world found cloud computing to be very attractive to use
and has already integrated it for educational usage. The
University of California (UC) at Berkeley, as an example,
was able to move a course that focused on developing and
deploying software-as-a-service (SaaS) applications from its
locally-owned infrastructure to the cloud (Fox 2009). A
virtual machine image containing the whole software stack
was created, and each student or team could deploy that
image on an EC2 server instance and instantly have the
same experience as if they themselves were administering
the application server in a datacenter. While on a shared
Berkley server, root access would never be granted, with EC2
students can have root access on their own image, and any
damage they do can be undone by simply re-instantiating the
image. Another complete case study on how The University of
Westminster, which is a UK educational establishment with
more than 22,000 students, has embraced cloud computing is
fully detailed in (Sultan 2010).

All examples mentioned above demonstrate that not only
the equipment setup can be outsourced, but the ongoing IT
administration of the resources as well.

5 The private cloud philosophy

In terms of resources availability and deployment strategy,
clouds can be classified into three different types:

& Public clouds: Resource providers offer computing
resources as services to a wide range of interested cus-
tomers in a pay-per-use basis. The use of machines is
leased to the user during the requested time. As such,
public clouds come the closest to the vision of utility
computing that advances that computing will be one day
commoditized and delivered in a manner similar to
traditional utilities such as water, electricity, gas, and
telephony (Buyya et al. 2009).

& Private clouds or internal clouds: Clouds with resources
that can be accessed and used by individuals inside an
organization for its internal purposes, having similarities
with data farms or private grids. A private cloud is
typically hosted on the company’s own servers, within
their own network infrastructure.

& Hybrid clouds: Bring together public and private clouds.
Some cloud providers make it possible to connect the
virtual instances to the company’s network via VPN
(Virtual Private Network), to make the company

network seem like one big scalable IT infrastructure,
resulting in a combination of control over performance
and security with elasticity. An example of this is Blue-
Lock’s BlueLock Box (BlueLock Box 2011), which is a
hardware device that works as a miniature cloud server
but is managed by BlueLock’s support team and can also
connect to BlueLock’s own cloud infrastructure for add-
ing capacity or backup/restore functionality.

As security is becoming more and more a serious issue
with public cloud computing in any form, private clouds are
more appealing to organizations that need or want more
control over their data than they can get by using a third-
party hosted service such as Amazon’s EC2 or Simple
Storage Service (S3).

Many private cloud technologies have already attracted
many organizations. Such solutions include Eucalyptus
(Nurmi et al 2009), Vmware (Vmware Vsphere 2011), and
Microsoft (Microsoft 2011).

Eucalyptus is a major vendor of private clouds creation
technology. The platform interfaces directly with Amazon
EC2 and provides a REST and SOAP interface compatible
with Amazon Web Services (AWS). It also exposes admin-
istrative functionalities (e.g., user management, storage con-
figuration, network management, hypervisor configuration,
etc.) for managing and maintaining the cloud.

Nomention of virtualization in any form would be complete
without some discussion of VMware. Their own private-cloud
architecture is built on top of VMware vSphere which we used
for building private cloud infrastructure and which we will be
discussing in the next section. They also offer an IaaS version
via vCloud Express which is an IaaS offering that allows
developers to address various infrastructure and programming
needs such as experimentation, prototyping and testing.

Microsoft came late to virtualization, but managed lately
to offer private cloud solutions based on Windows Server
with Hyper-V and System Center.

Private clouds have already penetrated many organiza-
tions in the educational sector. The Hochschule Furtwangen
University (HFU), as an example, is running their own
private cloud infrastructure (Doelitzscher et al. 2011),
called Cloud Infrastructure and Application (CloudIA),
which is mainly dedicated to HFU staff and students run-
ning e-Learning applications, and external people for col-
laboration purposes. Other examples of private clouds use
in educational institutions include The Virtual Computing
Laboratory (VCL) (Vouk et al 2008), developed by North
Carolina State University (USA), which enables students to
reserve and access virtual machines (VMs) with a basic
image or specific applications environments, such as Mat-
lab and Autodesk along with physical computing hardware
management and the BlueSky cloud framework (Dong et al.
2009), developed by Xi’an Jiaotong University (China),
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which enables physical machines to be virtualized and
allocated on-demand for e-Learning purposes.

6 Building a private cloud

Motivated by all the aforementioned benefits of inte-
grating cloud computing in educational institutions, and
especially those related to private clouds, we will be
describing the effort in building a private cloud inside
educational institution, from the architectural and func-
tional point of views, and we will be highlighting its
offering.

As a first step towards implementing a more compre-
hensive private cloud platform, we opted for a simple 3-
tier client-server architecture that involves 3 main layers:
The physical hardware at the bottom, a virtualization
environment at the next higher level, and the service
layer at the top, as depicted in Fig. 1. A description of
each layer is provided bellow.

6.1 The virtualization layer

In order to allow multiple operating systems to share a
single hardware host, a hypervisor is needed. A hypervisor
is actually a program that controls the host processor and
resources by allocating what is needed to each operating
system in turn and making sure that the virtual machines
cannot disrupt each other.

There are two types of hypervisors: native (also called
bare-metal or type 1) and hosted (also called type 2). The
former runs directly on the physical hardware while the
latter runs on a host operating system (Linux, Windows,
etc.), which runs on the physical hardware. Native hyper-
visors include IBM’s original CP/CMS and z/VM,
VMware’s ESXi, Citrix’s Citrix XenServer and Microsoft’s
Hyper-V, etc. Oracle/Sun’s VirtualBox and VMware’s
Workstation are examples of hosted hypervisors.

For this cloud architecture, we deployed a native hypervisor
using VMware’s Vsphere ESXi (Vmware Vsphere 2011).

6.2 The physical layer

The private cloud architecture is built on top of an existing
hardware infrastructure that consists of two computer pools, a
PC pool and a server pool, which are both used for teaching
purposes, e.g. running labs exercises and practical projects,
during the day. The servers have VMware vSphere Hypervisor
ESXi version 5.0 directly installed on top of the hardware while
the computers in the PC pool have a thin client installed and can
simply access the VMs on the server pool. As a thin client we
used Thinstation version 2.2.2 (Thinstation 2011) which is a
basic and small Open Source thin client operating system. The
main advantage of using a thin client is that an old Pentium
100 MHz with 32 MB RAM can be a perfectly useful work-
station. Moreover, a hard disk may not even be needed since a
direct boot off the network is possible using a network boot
protocol (PXE). Both pools are managed using VMware’s
Vsphere Vcenter (Vmware Vsphere 2011) which has the im-
portant feature of ensuring that the most important applications
get the computing, network and storage resources they need by
prioritizing workloads. All hosts and services can be visualized
and managed through a web browser, displaying real-time data
about the virtual infrastructure including performance, config-
uration, storage, alarms and access permissions.

6.3 The service layer

This layer provides software for supporting the PaaS and the
SaaS the cloud users need.

All third, fourth and fifth year students in universities are
required to take at least one practical project in various topics
such as designing and implementing new software architectures,
and evaluating new networking or programming techniques, we
created ready-to-use and customized VMs that contain most of
what students need to develop, deploy and test their own appli-
cations. The VMs include predefined development tools such as
MySQL, Tomcat, PHP, and Apache web server and students
simply access the required VM using the thin client.

This private cloud is also an IaaS framework that allows
creating virtual machines by choosing base images and post
installing software packages selected by the user on the fly
the same way Amazon Machine Images (AMIs) are used.
However, this feature is currently available to course coor-
dinators only.

7 Benefits of educational private cloud

Universities acknowledge the potential benefits of using the
deployed cloud. It actually allows the university to avoid over-
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Fig. 1 Private cloud architecture overview
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provisioning IT infrastructure and reduce its maintenance
costs. Indeed, instead of providing physical machines to stu-
dents/staff, this cloud providesVMs.As an example, VMs use is
particularly suitable for networking exercises like routing labs or
firewall configuration where students usually need multiple
physical machines to complete the exercise. Before using the
cloud, PCs were assigned among students at the beginning of
each semester and at the end of the semester, PCs need to be
collected and maintained (i.e. components functionality check,
wiping of installed software, new OS installation, etc.). This
process consumes a considerable amount of time of IT resources
management department depending on how many PCs were
used. Using the cloud considerably optimizes this process since
only image re-instantiation is required which is a matter of
minutes instead of hours.

Moreover, before deploying the cloud, lecturers were
most of the time complaining about errors due to OS mis-
configuration, missing software components or missing
programming libraries. Now with predefined VMs use, all
attending students use the same development environment,
perfectly known to the lecturer.
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